Al/ML Challenge Tech Talk

Ryan Day

CHIEF TECHNOLOGY OFFICER

Today I'll be sharing some of the technical and data science information that we
learned from our recent Al/ML challenge.

The OCTO works to promote emerging technology and spread understanding of
technology in the agency.
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GSA Artificial Intelligence and Machine
Learning End-User License Agreement
Challenge 2020

G S i A Create an artificial intelligence or machine learning solution to aid in the

‘ \ review of end-user license agreements.

CHALLENGE DETAILS A

General Services
Administration BB TOTAL CASH PRIZES OFFERED: $20,000

= TYPE OF CHALLENGE: Software and apps

Page Contents i SUBMISSION START: 07/06/2020 10:00 AM ET
. {3 SUBMISSION END: 08/20/2020 5:00 PM ET
Description L] 20
i ging tech ies such as artificial intelli and machine learning are paving the way to automate business
Rules processes ... Let us ride the digital wave of transformation together.” - Keith Nakasone, Deputy Assistant Commissioner

for Acquisition, General Services Administration (GSA)
Judging Criteria

“Al & ML leveraged successfully are force multipliers; transitioning historically resource intensive activities into high-
How o Enter speed-low-drag transactions. Huge thank you in advance for your participation and contributions!” - Sean C. Zerges,

Director, Office of the Chief Technology Officer, GSA

CHIEF TECHNOLOGY OFFICER

During the summer of 2020, the OCTO and FAS ITC collaborated to host an online
machine learning challenge.

Full details are at this website:
https://www.challenge.gov/challenge/GSA-artificial-intelligence-Al-machine-learning-

ML-challenge/



https://www.challenge.gov/challenge/GSA-artificial-intelligence-AI-machine-learning-ML-challenge/
https://www.challenge.gov/challenge/GSA-artificial-intelligence-AI-machine-learning-ML-challenge/
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What is an End User License Agreement (EULA)?

COMPANY End User License Master Agreement

COMPANY END USER LICENSE MASTER
AGREEMENT

This COMPANY Inc internet service agreement for software license and services ("COMPANY End User
License Master Agreement") is made as of the Effective Date between COMPANY, Inc., a LOCATION
corporation located at ADDRESS (“COMPANY”), and the party/signatory to the attached Purchase Order
("Customer”). For good and valuable consideration, the parties hereto, intending to be legally bound,
hereby agree as follows:

1. DEFINITIONS.

1.1 "Customer" means the persons, entity or agents and authorized representatives accepting this
agreement.

2. OWNERSHIP.

All Content including any and all intellectual property rights in the Content are owned by COMPANY, and
Customer shall make no claim of ownership to any content, including subsequent versions or
enhancements to Content made at Customer’s request that are implemented by COMPANY or its
licensors. This Agreement does not constitute a Copyright license. COMPANY warrants that is the lawful

CHIEF TECHNOLOGY OFFICER

Let’s start with the business problem wanted to solve:

The goal of this challenge is to develop an artificial intelligence (Al), or
machine learning (ML) solution that will review end-user license
agreements (EULA) for terms and conditions that are unacceptable to the
government. On average it takes all parties involved approximately 7-14
days to review an EULA and ensure that all unacceptable terms and
conditions are identified.

A EULA details the rights and restrictions which apply to the use of
software or services. It can also be known as a software license agreement
or acceptable use policy. As part of the acquisition process of software or
services, GSA reviews the associated EULAs. This review must be
completed prior to awarding new contracts or modifying existing

contracts. A GSA contracting officer (CO) reviews applicable EULAs for
terms and conditions that are not in accordance with Federal law and
regulations. The CO may also coordinate a legal review with the Office of
General Counsel if they feel it is warranted. Should EULAs contain
language that would conflict with Federal law and regulations, the CO must
negotiate changes to the EULA to remove the problematic language.

We are looking for a solution that will use Al and/or ML to improve this



manual process. The solution will include a user interface that GSA will use
to process the documents and identify unacceptable clauses/terms in the
EULAs. Watch our Al / ML challenge video to learn more about the desired
solution.

This solution will decrease the time spent manually reviewing EULAs and
free resources to focus on other aspects of the acquisition process. It will
also improve the accuracy and consistency of the review process.


https://youtu.be/uOBFIqoOJ8k
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Why would clauses be unacceptable to government?

Attachment B
Schedule 70 EULA Matrix

Both GSA and Government ordering activities placing orders under GSA Schedule 70 contracts are required to comply with the FAR clause at
12.212(a), which provides, in relevant part, that commercial computer software and documentation shall be acquired under licenses customarily
provided to the public "to the extent such licenses are consistent with Federal law and otherwise satisfy the Government's needs.”

Below is a st of terms and conditions commonly oceurring in software i g (hat are i
with Federal law and Government needs and, therefore, with FAR 12.212(a). The terms and conditions listed below are non-compliant regardless
of the type of agreement: end-user license (EULAS), mai terms of service (10S), ete.

In order to avoid delays caused by legal review and negotiation of each individual st of terms, or loss of business that occurs when the terms are
added on Schedule unmodified and ordering activities later decline to place an order because of non-conforming terms, manufacturers (and/or
dealers or rescllers, where appropriate) should create compliant agreements that do not contain the clauses listed below

Terms and conditions Problem/recommendation

1 Definition of contracting parties The Government customer (licensee), under GSA Schedule contracts.
is the "ordering activity," defined as an "entity authorized to order
under GSA Schedule contracts as defined in GSA Order
ADM4800.2G, as may be revised from time to time."” The licensee or
customer cannot be an individual because any implication of
individual licensing triggers the requirement for legal review by
Federal employee unions. Conversely, because of competition rules,
the contractor must be defined as a single cntity cven if the contractor
is part of a corporate group. The Government cannot contract with the
group, or in the alternative with a set of contracting parties.

E2 I Contract formation via nsine | Tinder TAR 1.601(a). in an acanisition involvine the use of

CHIEF TECHNOLOGY OFFICER

There are a variety of reasons a clause might be unacceptable to government. We
provided “Attachment B” to the teams in the reference materials:
https://github.com/GSA/ai-ml-challenge-2020/tree/master/reference



https://github.com/GSA/ai-ml-challenge-2020/tree/master/reference
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Artificial Intelligence

Machine Learning

DEEp Learnmg A subset of Al that Any technique that
g enables computers
includes abstruse S
ol . to mimic human
statisticaltechniques . : :
: intelligence, using
that enable machines s
: logic, if-then rules,
to improve at tasks =
) ; decision trees, and
with experience. The - :
. machine learning
category includes : ;
: (includingdeep
deep learning ¢
learning)

The subset of machine learning
composed of algorithms that permit

software to train itself to perform tasks,
like speech and image recognition, by
exposing multilayered neural networks to
vast amounts of data.

Source:
Data Science Dojo

CHIEF TECHNOLOGY OFFICER

This shows how Al & ML relate to each other.
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Machine Learning Flow

Data Readiness

Business Problem Is data available to UL SIS

Focus on the basics

Identify a business support the (classification
problem or question question (Input ’
and Output)?

regression)

CHIEF TECHNOLOGY OFFICER

This is a typical machine learning flow.


https://github.com/GSA/ai-ml-challenge-2020/blob/master/reference/AI_ML%20Challenge%20Scoring%20Rubric.pdf
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Machine Learning Pipeline

1. Problem ¢.Data

4.Data 5. Model 6. Candidate Model 7. Model 8. Performance
Definition Ingestion li

Training Evaluatior Deployment Mon

Source: Semi Koen, Towards Data Science:
https://towardsdatascience.com/architecting-a-machine-learning-pipeline-a847f094d1c7

CHIEF TECHNOLOGY OFFICER

This is a view of a machine learning pipeline.
https://towardsdatascience.com/architecting-a-machine-learning-pip
eline-a847f094d1c7
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Al/ML Challenge 2020

Registering for the Challenge

The first task is to register your team for . To do that, follow the i i website.

Example EULA Documents

EULA (*yoola") documents are typically received as Microsoft Word or PDF documents. Examples of these are
available in the Reference section.

Training Data For The Challenge

We are providing the inital set of raining data thas been extracted from actual EULA documents and had
identifying information, such as company name, removed. We may provide updates to the training data during the
challenge, and list them in the table below.

i e Date
ata set escription published

Traini i - Known i d

raining Data  nial batch of data. Known issues: cause text contain control characters, such e

Set1vi as embedded Line Feed (/n) characters.

Format of training data:

GSAMT

* 0

No packages pubished
Pubish you fist package

Contributors 2

%) Ryandaydev Ryen Day

iu00 Tiffany Liu

We had instructions on challenge.gov and github.

Here were the github instructions:

https://github.com/GSA/ai-ml-challenge-2020/blob/master/README.md
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Judging Criteria

Demonstration
20.0%

Accuracy & Tech
40.0%

Creativity
10.0%

Function & Ul
30.0%

+ Bonus (0-5%)

CHIEF TECHNOLOGY OFFICER

These were the scoring criteria. We published a scoring rubric to explain them.
https://github.com/GSA/ai-ml-challenge-2020/blob/master/reference
[Al_ML%20Challenge%20Scoring%20Rubric.pdf



https://github.com/GSA/ai-ml-challenge-2020/blob/master/reference/AI_ML%20Challenge%20Scoring%20Rubric.pdf
https://github.com/GSA/ai-ml-challenge-2020/blob/master/reference/AI_ML%20Challenge%20Scoring%20Rubric.pdf
https://github.com/GSA/ai-ml-challenge-2020/blob/master/reference/AI_ML%20Challenge%20Scoring%20Rubric.pdf

Demo of Winning Solutions

These were the three winners.

GSANT
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Dev EULA Clause Analysis

DEV TECHNOLOGY GROUP

Welcome to EULACheck, Dev Technology's End User License Agreement (EULA) analysis app!
‘You may upload a EULA in Word (.docx) or PDF (.pdf) format, or paste EULA content directly into the text box from your clipboard.

We will take a look at the first 10 clauses, and if the Federal is likely to object to the language there.

We will also show you clauses that closely match yours which are known to be unacceptable and/or acceptable to the Federal Government.
All content on this site is informational - it should not be construed as legal advice.
Finally, you can provide your feedback by telling us if our analysis was correct or not.

*The application works best on Chrome or Firefox
No file chosen

Submit EULA File

OR

“ the Customer does not make any admissions (save where required by court order or governmental
regulations, and where the Customer is required under the terms of such order or regulations not to
first consult with the Company) which may be prejudicial to the defense or settlement of any Claim
without the Company's approval (not to be unreasonably withheld or delayed)."

CHIEF TECHNOLOGY OFFICER




Clause

Requests. Company will notify Customer
before Customer exceeds the Tile Request
Use Limit indicated on the Order Form. If

Customer exceeds its Tile Request Use
Limits during the License Term, Company
will invoice Customer for Overages on
written notice (which may be by email). If,
after 30 days from the date of that written
notice, Customer continues to exceed its Tile
Request Use Limit, Company may stop
providing the Service to the Customerinitiate:
a claim with the Contracting Officer under
the Contract Disputes Act.

Requests. Company will notify Customer before Customer exceeds the Tile Request Use Limit indicated
on the Order Form. If Customer exceeds its Tile Request Use Limits during the License Term, Company
will invoice Customer for Overages on written notice (which may be by email). If, after 30 days from
the date of that written notice, Customer continues to exceed its Tile Request Use Limit, Company may

stop providing the Service to the Cu;

Contract Disputes Act.

a claim with the Contracting Officer under the

Acceptable? Feedback

O Acceptable
O Unacceptable
O Not Sure

O Not a Clause

Acceptable

Clause Text

Closest Acceptable Match

Term of this Addend This Addendum will on the
Addendum Effective Date and continue for a period of twelve
months ("Initial Addendum Term"). Upon the effective date of

ion of this Addendum in with the Contract
Disputes Act, Client's s to the Hosted Service provided
pursuant to this Addendum (and all licenses granted under this

Addendum) will cease and COMPANY will delete all backed-up
Client Data from the Hosting Infrastructure within 30 days of

termination of this Agreement.

Closest Unacceptable Match

Company warrants that the Service will, for a period of sixty (60)
days from the date of your receipt, perform substantially in
accordance with Service written materials accompanying it

CHIEF TECHNOLOGY OFFICER
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Delivering Comprehensive System Solutions

Upload the document you want analyzed

Select file... Browse

CHIEF TECHNOLOGY OFFICER



Showing analysis for sample_eula_1.docx

Analyze another document Submit Reviewer's Decisions
Reviewer's

Clause R dod Confldenca’ Dadls

MASTER SERVICES SUBSCRIPTION AGREEMENT Accept 94.32 @®© Agree

Disagree

This Master Services Subscription Agreement (the “Agreement”) sets forth the terms and conditions governing Acq?t 855 @® Agree

COMPANY" provision to Client of a cloud-based asset management and decision support system. D Disagree

This Agreement, including the Order Form attached to it, as well as any Order Forms and Statements of Work entered  Reject 39.03 @® Agree

into by the parties from time to time, the underlying AGENCY Schedule Contract, and Schedule Pricelist, together O Disagree

constitute the entire agreement of the parties and supersede any prior and contemporaneous oral or written

understanding as to the parties’ relationship and the subject matter hereof. In the event of any conflict or

contradiction among the foregoing documents, the documents will control in the order listed in Contract Clause

552.212-4(s). This Agreement may only be amended in a writing signed by both parties.

This Agreement may be executed in two or more counterparts, each of which will be deemed an original for all Accept 89.71 @® Agree

purposes, and together will constitute one and the same document. Once signed, both parties agree that any O Disaaree

CHIEF TECHNOLOGY OFFICER
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Welcome!

Please enter your End-User License Agreement (EULA):

[ +3

Drop files here
(PDF or MS Word)
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Your EULA results for sample_eula_2.pdf:

Submit User Decision

Acceptabilty (Avg.
Score)

monm Ao

@ Home

Yes (100%)

Yes (97%)

Yes (99%)

Yes (100%)

Yes (99%)

Yes (97%)

Yes (100%)

Yes (98%)

Yes (100%)

Yes (89%)

Yes (98%)

T D e s D Doy O Lo e e by T e T s T S e




GSAT

CHIEF TECHNOLOGY OFFICER



GSAMT

How Do These Apps Work?

CHIEF TECHNOLOGY OFFICER
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Data Science Deployment Architecture

Data Science Lab AP| Web Application

Upload
enterprise license
agreement

Label Data

Subject Matter Expert
: 8 + Run request Discover Q
on deployed i

model clauses

Train data with

deep learning
experiments [}
| EULA Reviewer
|
Integrate Save and Provide
i 4l update model and feedback on
Data Scientist medene new data clauses
chlab, Sager:aker, Sazfr:l;kAePrllm AngularJS, React,
Common Tools for upyter,python, 0. AWS HTML, CSS
each Subsystem pytorch, BERT, = .
tensorflow, Docker, Kubernetes
AWS

CHIEF TECHNOLOGY OFFICER

We found a lot of similarities between the solutions we received.

This is a big-picture view of the typical architecture that teams used.
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How Did The Teams Work?

CHIEF TECHNOLOGY OFFICER
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@ Home

(o) Are 0 a ple_e a pd
A Save [ Email Results Submit User Decision
CoTon fe— s | vesgn | AR o Dncion
100 99 100 Yes (100%) B agre  Ossgree
92 100 100 Yes (97%) Sy
97 100 100 Yes (99%) Dsac
190 100 100 Yes (100%) B o
98 100 100 Yes (99%) Bagee  Dssoree
- | 92 29 100 Yes (97%) B agee - Dssree
99 100 100 Yes (100%) B agwe  Dsagree
i % k J i - 98 97 100 Yes (98%) B agee  Dusgree
100 929 100 Yes (100%)
s 94 74 100 Yes (89%)
. e 2t o e o 97 97 100 Yes (98%) [yS—

| am going to demonstrate the process followed by one of the teams.




Data Science Tool - Jupyter Notebook (Python) GSAIT

: Jupyter Summary Last Checkpoint: 13 hours ago (autosaved) ? Logout
File  Edit  View Inset Cell  Kemel  Widgets  Help Not Trusted | Python3 ©

B+ < @B 4 ¥ MRin B C » Markdown v| [ =

Data Preprocessing

« read in the data (clause text and classification)
« use pandas for some basic statistics
« preprocess the data:
= fill NA
= remove stopwords
= remove digits, puncuations
= down case the words
= remove whitespace
= add/delete other preprocessing choices if necessary

In [ ]: df = pd.read_csv('data/AI_ML Challenge Training Data Set 1 vl.csv')
df.describe()
Out{6]: Clause ID  Classification

count 7879.000000  7879.000000

mean 4635.504492 0.186826
std  2676.924909 0.389796
min  0.000000 0.000000
25% 2330.500000 0.000000
50% 4643.000000 0.000000
75% 6958.500000 0.000000
max 9269.000000 1.000000

CHIEF TECHNOLOGY OFFIC

The team used Jupyter Notebook and Python for their data science work.



Finished Application Architecture GSAHT

e, | DOcument Parsing

L4
j &
EULA o Text Preprocessing
Document

»| Website (Front-end) ®

(PDF or
Word Doc)

v
Words to Numbers
4

Upload documents

Review clauses
“-®| Classification

v
Model Retrain

Figure 1: Overview of our solution presented as a flowchart.

CHIEF TECHNOLOGY OFFICER

This shows their finished architecture.



Rationale Map GSAIT

Simple & intuitive

Random Forest _
F1 score = 27.5% LST™

g Highest F1 scoring RNN model
High True Negative - / Bi-LSTM (experimentally derived) Captures information
classifies most as acceptable ’ in two directions

XGBoost 4l /

PRt T i Faster to train than LSTM-
;| . - based

Traditional Methods

I

Rationale Path 5
J F1 Score = 58.0%
Deep Neural Network Methods  »” Bi-GRU with Attention

Brier Score = 0.13 F1 Score = 62.8%

[ Average (XLNet + Bi-GRU) ]

Brier Score = 0.11

Captures permutations
XLNet of word sequences

F1 Score = 63.3%
Brier Score = 0.14

CHIEF TECHNOLOGY OFFICER

This is how the team described their process for deciding on the machine
learning libraries to use:

e As a first step, our team used traditional algorithms to approach
the problem.

e \We started with Random Forest, which is a popular machine
learning algorithm that is widely used in classification tasks.

e Random Forest is simple and intuitive in nature. It does not
require hyperparameter tuning and usually does not overfit to the
dataset with an increase in the number of decision trees within
the model. We achieved an F1 score of 27.5% with it.

e As the next step, we implemented the XGBoost algorithm.
XGBoost is a tree-based algorithm (like Random Forest) but
uses the technique of boosting. Boosting is an error-correction
algorithm which gives a higher emphasis on data-points which
are misclassified. Unlike random forests, the decision trees are
created iteratively, where at each step, the tree puts more
emphasis on the misclassified points, so as to reduce the overall
error. We therefore used XGBoost as the natural next step to
Random Forest. On testing however, the F1 score achieved
through XGBoost was lower than Random Forest. This was
potentially due to a high False Negative, resulting in a low Recall
value. This means that the model was classifying most clauses



(even the ones that were labelled unacceptable) as acceptable.
After running several experiments trying to improve the accuracy
of traditional models, we realized that more advanced, deep
learning based models could potentially help us increase
accuracies. We therefore started with the simplest form of
sequence models that are used on textual data: Recurrent
Neural Networks (RNN). As a starting point we used a Long
Short-Term Memory (LSTM) which attempts to resolve the
vanishing gradient, a known obstacle for RNNs. LSTMs however
capture the flow of information in one direction (left to right in
case of sentences). Bidirectional LSTMs capture the flow of
information from both left to right and right to left. This serves as
an advantage as the model can learn from the future and the
past information at a given point in the sentence. To add
interpretability to our results, we added an attention layer that
provides the importance of words in the decision making process
of the model. The attention layer weighs those words differently
providing more emphasis on words that have stronger
relationships. Experiments run by researchers and practitioners
have shown that Gated Recurrent Units (GRUSs) train faster and
provide a proportional (or sometimes better as in our case)
accuracies to that of LSTMs. We therefore replaced the LSTM
units with GRUs. The GRU unit does not have a forget gate
(unlike the LSTM) and has fewer parameters to train on.

Arguably the most sophisticated classification model, as of now,
is the XLNet which builds upon the transformer architecture
which incorporates encoding and decoding layers in addition to
sinusoidal position encoding of words in a sentence. It also
incorporates permutations of words to learn more complex
relationships between words. It has been pre-trained on a large
corpus of data from Wikipedia, BookCorpus, etc. In our
experiments, it did improve the validation accuracies.

To provide an ensemble solution, we combined our best
performing models: XLNet and Bi-GRU with attention. The final
classification decision made by this ensemble was the average
of the probabilities coming out of these models. We had lively
discussions about whether we should just keep XLNet or do a
weighted combination of XLNet with Bi-GRUs. The result was
that the argument for robustness in the estimate ensembling
these two complex algorithms won the argument of the day. In
addition, in our final solution, we kept the Random Forest score
as a sanity check output in our display. We believe this model is



e the easiest to explain to lay people. However this score was not
used in the average.



Data Science Preprocessing and Modeling GSAIT

BOW
TF-IDF
Words to Numbers 2
FastText
\_Word2Vec Random Forest
. Traditional Methods / __ XGBoost.
Classification :
Deep NeQraI Network Methods LST™M

Bi-GRU with Attention

= Transfer Learning

Figure 2: The expanded version of the back-end prediction engine.

CHIEF TECHNOLOGY OFFICER

From the team:

It comprises two major components: Words to Numbers and Classification. Arrows
show which words to numbers algorithm used for which classification algorithm. Solid
lines represent the models that were integrated into the final solution, while dashed
lines represent the ones that we tested during the development process of our final
solution.
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Thanks!

CHIEF TECHNOLOGY OFFICER



